Currently, devices with wireless technologies often communicate each other ad hoc. For example, a presenter wirelessly distributes ad-hoc meeting materials from a PC to mobile device in a meeting room. However, there is a problem of spoofing by an impersonator outside the room. Hence, devices must conduct secure pairing, which is exchange of key necessary for encrypting communication contents, before the communication. As a pairing method between devices, there are pairing methods using RSS from access point as features. However, RSS changes significantly due to environmental factors. On the other hand, there are the pairing methods which compare acceleration data from devices with displacement data of devices from camera of a server. However, these methods have problems that it is necessary to use infrared camera and difficult to recognize inclination of devices. Thus, these methods cannot perform accurate device pairing. Therefore, in this paper, we propose a method that perform pairing using devices' accelerometers and markers displayed on devices, and a camera of authentication server. This method performs pairing by calculating similarity between velocity data from acceleration data from devices and displacement data of the marker from camera after comparing marker sequence displayed on the device. This method has advantage that can detect devices' inclination by recognizing markers' inclination. We performed three types of experiments to confirm the similarity of displacement data and acceleration data, whether an impersonator outside camera range can perform pairing, and possibility of several devices pairing together. As a result, we founded that the larger the device's display is, the higher the similarity, the proposed method can distinguish legitimate user from impersonator outside camera range by average similarity, and three devices succeeded pairing at rate of 71.8%.
On the other hand, the method using accelerometer is proposed [3] . In this method, a user shakes two devices together at the same time. However, it is possible that the impersonator can imitate the movement of the devices easily. In [4] , the method using accelerometer and vibration of device is proposed. This method is secure because the vibration is not visible, but the pairing distance is very short.
There is the method that a device having function of emitting visible light conveys information to the device equipped with a camera [5, 6] in order to confirm whether the device is in front of it. However, the pairing distance of these methods are short (dozens of centimeters).
In addition, QR code is used to transmit data by reading it with a camera. For example, we can use QR code to transmit the key to encrypt transmission data as a pairing method. However, the impersonator outside the camera range can obtain QR code data to obtain private information by taking picture of it [7] .
An alternative is proximity pairing, in which an infrared camera recognizes user's hand having holds a hand-held device [8, 9] . These methods calculate the similarity between hand movement data from infrared camera and acceleration data. However, this method requires a special infrared camera. Thus, method using a regular camera are proposed [10, 11] . These methods are tracking methods of objects with accelerometer by a camera. However, these methods is not secure because camera cannot recognize movements of the objects in detail.
In this paper, we propose a secure device pairing method that compares similarity between velocity data obtained from displacement data of marker displayed on the device and acceleration data from the device. In the proposed method, marker displayed on a device changes at an interval. The sequence of markers displayed on the device is used to distinguish a device from some devices by a camera in addition to calculation of the similarity of the velocity data. In addition, we perform three kinds of experiments to confirm the similarity displacement data and acceleration data, whether an eavesdropper outside the camera range can perform pairing, and perform three devices pairing together.
This paper is organized as follows. In Section 2, we review related works. Section 3 gives a system model and pairing procedure of the proposed method. In Section 4, we implement prototype application of the proposed method. In Section 5, we evaluate the similarity of marker sequence and velocity data of the proposed method. Finally, Section 6 concludes this research work.
Related Work
In this section, we introduce related work of our proposed device pairing method. Table 1 shows summary of related work.
Pairing Method Using Received Signal Strength(RSS)
Amigo [1] is an RSS-based method for pairing between devices. Amigo performs pairing by distinguish whether one device is near the other device using machine learning for the features of mean absolute difference of RSS, mean exponential of difference of RSS, and Euclidean difference of RSS vectors in order to detect the device. This method can detect an eavesdropper when the distance between the attacker and the legitimate devices is 3m.
In [2] , device pairing in a room using RSS from some APs was proposed. This method performs pairing by distinguish whether devices are in the same room having size from 10 to 15m 2 using machine learning for features of RSS of beacon frames in 2.4-GHz band and 5-GHz bands. In addition, the set of APs of device is also one of characters. As a result, an accuracy of 96% was achieved in all cases.
However, RSS varies easily due to the environmental conditions around devices, so accuracy is unstable. For example, it is considered that the accuracy is low when the user moves the device or there are many people in the same room. Therefore, it is difficult to perform stable pairing with these methods. In addition, these methods have possibility that the impersonator through the wall can perform pairing because wireless overpass the wall and RSS is unstable. 
Pairing Method Using Accelerometer
When users shake devices together, the method [3] performs pairing by generating a common key necessary for encrypting transmission / reception data. This method generates a common key by combining the partial keys generated from the partial data sets of acceleration data. The pairing completes when the same key is generated between the devices. As a result, a common key of 13 bits is generated in success rate of about 70%. However, there is a possibility that the third party can generate the same key accidentally because this method uses only accelerometer. Vibreaker [4] is a pairing method using accelerometer and vibration function. First, the user puts two devices close together. The one device then vibrates for 200ms in order to transmit 1 bit to the other device. The device that received vibration converts the acceleration data into 1 bit. From above procedure, this method performs pairing by transmitting 17 bits from the device to the device. This method has a problem that the pairing distance is very short because the device receiving vibration must be near the other device.
Pairing Method Using Visible Light and Camera
Methods using visible light are effective for device pairing within a room because visible light does not penetrate the wall. Saxena et al. [5] proposed a method for pairing between a device equipped with LED light and a device with a camera. This method first generates a common key in both devices by Diffie-Hellman (DH) key exchange method [12] . After that, the device transmits the hash value of the DH key to the other device through the camera using flashes of LED light. The device that receives the flash compares the received flash information with the hash value of the DH key. On the other hand, Alex et al. [6] propose the method that a device sends bits of packets by flashing LED light to a device. This method converts one flash of LED into 1bit. However, both of these methods have a limitation of the short pairing distance of dozens of centimeters.
Recently, QR code is used to transmit data frequently. Present smartphone such as iPhone and Android phones has function to read QR code. As an example of the pairing method, QR code can transmit a key to encrypt transmission data between devices. The user can perform pairing by just displaying QR code on a device's screen, and reading the QR code by a camera of another device. However, this method has possibility that the impersonator outside the camera range can obtain QR code data of legitimate user's device. In [7] , an attacker successes to access private information by taking picture from QR code of a legitimate user and using it.
Pairing Method Using Accelerometer and Camera
Device pairing can be accomplished using an infrared camera (Kinect) [8, 9] . In [8] , a PC equipped with Kinect and touch-screen associates the user's touch on the PC display with the user's smartphone by matching observed smartphone motion and motion transmitted by the smartphone. In [9] , the method estimates image acceleration of a device by Kalman filter at each point of the image, and matches it with acceleration data from the device. These methods need a PC equipped with an infrared camera, and it does not directly detect the inclination of the smartphone.
Method in [10] is an object tracking of people equipped with accelerometer using regular camera. This method converts acceleration data from the device and movement data into the contexts, and compare two contexts. Three people are identified as a result of an experiment. Method in [11] identifies a moving object by a regular camera. It is assumed that the object has an accelerometer, and acceleration data is matched with the camera data using NCC (Normalized Cross-Correlation). When an object was 1-4m from camera, NCC was 0.8. However, if we apply these methods for device pairing methods, impersonator outside the range of camera can imitate users easily because these methods do not obtain inclination of the devices from camera. In addition, these methods are not secure because camera cannot recognize movements of the objects in detail, such as inclination of device. In this section, we propose a method for pairing between a device equipped with an accelerometer and a server equipped with a regular camera. The pairing of this method is performed by user's moving device in front of the camera. As judgement of permission of the pairing, this method calculates two similarity in order to perform authentication of a device in front of the camera. One is the similarity of marker sequence displayed on device's screen, that is, marker displayed on a device changes a certain interval in order to perform authentication of the device. The other is the similarity between velocity data obtained by integrating acceleration data and velocity data obtained by differentiating displacement data from camera. If the two similarities are higher than a certain value, this pairing succeeds. As a feature of the proposed method, we realize the detection of a device movement and its inclination by recognizing the motion and the inclination of the marker on the display of the device.
System Model and Flow of the Proposed Method
The system model of our proposed method is shown in Fig. 2 . The components of this model are as follows.
• Authentication server (S) This is a server or other PC equipped with a camera, such as a web camera. The server calculates the similarity between acceleration data obtained wirelessly from the device and movement of the marker displayed on the device obtained from the camera.
• Camera This is connected to the server and transmits the image information to it. This is not special camera such as infrared camera.
• Device (D)
This is a device equipped with accelerometer, and displays the marker that the camera can recognize easily. This device transmits the 3-axis acceleration data to the server wirelessly at pairing. In this system model, it is assumed that some devices simultaneously perform the pairing with the server, hence there exists n devices. Server's application of flow chart is shown in Fig. 3(b) . The server obtains displacement data of the marker and marker sequence from camera after recognizing the marker displayed on the device using the camera. After that, the server converts obtained displacement data and acceleration data into two velocity data by differentiating displacement data and integrating acceleration data. If the similarity of the marker sequence and two velocity data are certain value or more, the server transmits permission of pairing to the device, and performs DH key exchange with the device.
Pairing Procedure
We show the pairing procedure of our proposed method in Fig. 4 in the case of one device. The pairing procedure is as follows.
Step 1: Display marker Step 2: Recognize marker Server S recognizes the marker on the D's display through the camera.
Step 3: Synchronization of time by changing marker
This system synchronizes time of device D and time of server S. The first marker changing time is regarded as start time of this method in D and S.
Step 4: Acquire displacement data and acceleration data
The owner of D moves it arbitrarily, and D wirelessly transmits the set of acceleration data of x, y and z axis obtained from the device and its acquisition time to S. At the same time, S creates the marker displacement dataset β, which captures motion in the x and y axes. α and β are represented as follows.
where a
.., m}) represent acceleration along x, y and z axis, and type of displayed marker obtained at time t
.., n}) represent the coordinates of corners of the marker on the image and its type of marker at time t β j .
Step 5: Calculate displacement data and correction of acceleration data Server S calculates marker's displacement and corrects acceleration data using marker's inclination, which can be obtained from four coordinates of the marker. Converted α ′ and β ′ are represent as follows. ( a
where θ is angle of device's inclination of the marker, and (x j , y j ) is center of gravity of the marker (See Fig.5 ).
Step 6: Eliminate noise Server S eliminates the noise by low-pass filter and gravitational acceleration by high-pass filter in acceleration data using Fast Fourier Transform (FFT).
Step 7: Interpolation of displacement data
The data on each x and y axis of the displacement data is approximated by three-dimensional spline interpolation. The function for the interpolation is as follows.
The five following conditions are used determine
where w ∈ {x, y}, j ∈ {1, ..., n − 1}.
Step 8: Convert to velocity data
The S differentiates the motion data, and integrates the acceleration data to obtain the velocity data. In addition, we use function of spline interpolation in step 7 to displacement data to adjust the number of data. Each velocity datum α ′′ and β ′′ is represented as follows.
Step 9: N ormalize data It is impossible to calculate the similarity between α ′′ and β ′′ directly because the units of two data are different. Therefore, we perform normalization for each axis by setting magnitude of a vector to 1. This vector is the data arranged in time order for each axis (the dimension of the vector is m). Eachα,β obtained by normalizing α ′′ and β ′′ is as follows.
.., m}) are calculated as follows.
andṽ w i andũ i take values from -1 to 1.
Step 10: Calculate similarity of marker sequence
Server S calculates the similarity of marker sequences obtained from S and D inα andβ. If the similarity is over a certain value, this method proceeds step 11. If the similarity is under a value θ 1 , this method finishes.
Step 11: Calculate similarity between displacement data andacceleration data Server S calculates the similarity of velocity data betweenα andβ. If the similarity is higher than the threshold θ 2 , the pairing is accepted, and S and D generate a common key by DH key exchange. After that, the server transmits materials to the device.
When the number of devices is more than one, acceleration data are separated by marker sequence. In addition, displacement data are separated by distance of displacement data. This method selects data having highest similarity between marker sequence and velocity data as the same device's data.
Benefits: DH key exchange is weak to man-in-the-middle attack, but our proposed method is resistant to man-in-the-middle attack because the proposed method can confirm that a device exists in front of a camera. In addition, this method does not need special camera such as infrared camera. Moreover, this method has longer pairing distance than QR code method because a marker of this method can be simpler than that of QR code method. Also, this method can perform high accuracy pairing because the inclination of the device can be detected. Hence, one-to-many device pairing is possible by reading markers on the displays of several devices.
Benefits of our proposed method compared with related work are as follows.
• Can separate users from impersonators through the wall RSS method [1, 2] has possibility that the impersonator through the wall success pairing because wireless overpass the wall and RSS is unstable due to environmental conditions. In our proposed method, an impersonator through the wall cannot perform pairing because the camera cannot recognize the impersonator through the wall.
• Not need special camera The methods [8, 9] need infrared camera to recognize movement of the hand having a device. Our proposed method does not need special camera such as infrared camera because of only recognizing the marker by a camera. • Can distinguish legitimate user from impersonator In [3] , there is possibility that the impersonator outside the camera range can imitate the movement of the device of two users because this method generates common key from two acceleration data of two users directly. In [10, 11] , there is also possibility that the impersonator can perform illegal pairing by imitating the user's movement because inclination of device is not detected or calculated. It is considered that our method can distinguish legitimate user's data from impersonator's data because the inclination of the device can be detected.
• More secure than QR code method By using QR code method, there is possibility that the impersonator outside the camera range obtains QR code of legitimate user [7] . On the other hand, our proposed method has resistance against impersonating legitimate user because the acceleration data and displacement data of the device are different depending on the person if different persons move devices in the same motion.
Use case: First use case is distribution of presenter's contents to people attending a meeting. Second use case is pairing between several device and digital signage (See Fig.6(a) ). Users can operate digital signage together by displaying contents of digital signage on the devices, for example, in shopping. Third use case is several users' exchanging contacts together as if waving hands (See Fig. 6(b) ).
Similarity Calculation of Marker Sequence
In our proposed method, server S calculates the sequences of markers obtained from camera and device in step 10 of pairing procedure. S calculates the similarity m s as follows. Fig. 7 shows an example of similarity calculation between marker sequences from the camera and the device. In this calculation, two marker sequences are the same, but the similarity is not 1.0. The reason why we employ this similarity calculation is because we can get stable similarity of marker sequence. If the camera misrecognizes the marker m β 5 as 1 when we use calculation method as comparing marker types of sequences (1,2,1,2,3) and (1,2,3) , the similarity is low. 
Similarity Calculation of Velocity data
In our method, the server S calculates the average of similarity of velocity in x and y axes as the similarity betweenα andβ. We pick up four methods for calculating the similarity. Note that we do not consider calculation of similarity using z axis data of acceleration and inclination of the marker at this time.
Simple matching
s u is calculated as the average for summation of the difference of x and y axis data. The similarity is high when s u is low. s w is calculated as follows.
where u ∈ {x, y}. The entire similarity is calculated by average similarity of x and y axis.
DP matching
Function g(m, m) is calculated from the following recurrence relation. The similarity is also high when g(m, m) is low as well as simple matching.
where w ∈ {x, y}, the cost function c(i, j) = |ṽ 
Correlation coefficient
The similarities of x and y axis are calculated as following equation.
where w ∈ {x, y},ṽ
∑ m k=1w k . r w takes a value from -1 to 1. It can be judged that there is a positive correlation when r w is positive. When r w is negative, there is a negative correlation. The entire similarity is calculated by average similarity of x and y axis. 
where similarity w takes a value from 0 to 1, and the entire similarity is calculated by average similarity of x and y axis.
Implementation of Proposed Method
We implemented a prototype for evaluation experiment of the proposed method in Section 3. The server was a laptop PC (MacBook Pro 15-inch, 2017), and the device was mobile device of Nexus 5X(smartphone) and Nexus 7(tablet). The programs for the PC and device were developed using python3 and java in Android Studio. We used the camera and accelerometer built into the laptop and smartphone, respectively, by the manufacturers. Marker recognition was performed by ArUco [13] , which is a library in OpenCV. Fig. 8 shows the device application. The application starts the wireless communication with PC's application when the user starts the application. After that, a marker is displayed on the device's screen. When the user presses the pairing button, the application starts to obtain the acceleration data of x, y and z axis and the obtained time. The application transmits the set of the data when the button is pressed again. Fig. 9 shows the PC application acquiring the device image. The video obtained from the camera is displayed during pairing. We set the size of the video as 640×360 pixels. When the user starts the device application, it initiates wireless communication with PC application. The application gets the 4 coordinates of the marker's corners. After receiving the acceleration data, this application calculates the similarity of marker sequence and the acceleration data and the displacement data.
We show an example of velocities calculated from the acceleration and displacement data in Fig.  10(a) and 10(b) . The horizontal axis represents the time from the initiation of pairing. vel.X and vel.Y represent the obtained data along x and y axis. We find that the conversion is correct because the forms of the graphs are similar.
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Experiment of Similarity Calculation of Velocity Data Using Only One Marker
In the proposed method in Section 3, it is possible that the similarity varies according to the device motion and the distance between the device and camera. In this section, we perform experiment to evaluate it by only one marker without using marker sequence using only Nexus 5X as a device. 
Experiment for Similarity Confirmation of Velocity Data
We recruited 8 students belonging to Kanagawa Institute of Technology. The procedure of this experiment is as follows (See Fig. 11 ).
1. The subject holds the device (1.5 m, 2.0 m) away from the camera and launches the device application.
2. The subject holds the device so that it is oriented in a direction perpendicular to the floor and parallel to the laptop camera. The student moves the device along (the shape of a circle, ∞ symbol) for about 15 seconds.
3. The PC application calculates the similarity between the data obtained in step 2.
4. The student repeats steps 1-3 five times.
In this experimental environment, the maximum distance at which the laptop's internal camera could detect the marker was 2.0 m. Thus, we performed this experiment at 1.5 m and 2.0 m. Table 2 shows the average of four calculation methods of the similarity. Simple matching and DP matching show high similarity as they are lower value. As a result, the similarity ∞ symbol motion was higher than that of circle motion at 1.5 m. However, the similarity of the circle was higher than that of ∞ motion at 2.0 m only for Jaccard index. On the other hand, the similarity using correlation coefficient was higher than that of Jaccard index. As a result, we found that the similarity of velocity data does not vary depending on motion and distance. 
Experiment for Illegal Pairing
There is a possibility that the third party who is outside the range of the camera imitates the displacement of the legitimate user. If the similarity has variability, the similarity of the impersonating device can be higher than that of legitimate device. Therefore, we perform the confirmation experiment for considering it. Subjects are 6 students belonging to Kanagawa Institute of Technology participated in this experiment. We performed this experiment as following procedure (see Fig. 12 ).
1. Legitimate user holds the device 1.5 m away from server's camera. The user and impersonator start the device's application.
2. The user and the impersonator hold the their device so that it stands in a direction perpendicular to the floor. After that, the user moves the device along (the shape of circle, ∞ symbol) for about 15 seconds. Simultaneously, the impersonator imitates the displacement of user's device.
3. The server calculates the similarity between the displacement data obtained from step 2 and the acceleration data which is transmitted from both the user's device and the impersonator's device in step 2.
4. We repeated 1-3 five times. Table 3 shows the average of similarities between legitimate users and impersonator. The result shows that the average similarities of legitimate user are higher than or equal to that of impersonator. Therefore, it is possible to determine a threshold between legitimate user and impersonator, but the standard deviations of the similarities were 0.022, 0.016, 0.175, 0.103, respectively. We found that this pairing method is unstable in this regard.
The rate that the similarity of legitimate user was higher than that of impersonator is shown in Table 4 . The result shows that the rate using correlation coefficient was highest in the calculation methods of the similarity. Therefore, we use only correlation coefficient as the calculation of similarity from here. 
Experiment for Proposed Method by Marker Variation

Experiment of Similarity Confirmation of Velocity Data and Marker Sequence
We perform a confirmation experiment of similarity calculation using marker variation version as well as section 5.1.1. We recruited 16 students belonging to Kanagawa Institute of Technology. The procedure of this experiment is as follows.
1. The subject holds the device 1.0 m away from the camera and launches the device application.
2. The subject holds the device for the laptop camera. The student moves the device along (the shape of a circle, ∞ symbol) for about 5 seconds.
3. The server calculates the similarity of marker sequence and velocity data.
4. The subject repeats steps 1-3 five times.
About the distance between the camera and the device, the maximum distance at which the camera could detect the marker was 1.0 m. Thus, we performed this experiment at 1.0 m. Table 5 shows the average similarity of marker sequences. Similarity using Nexus 7(tablet) was higher than that using Nexus 5X(smartphone). Thus, we can find that the larger the display is, the larger the similarity is. Table 6 shows the average similarity of velocity data by correlation coefficient. The average similarity was larger than that in one marker version over 0.2. 
Experiment for Illegal Pairing Using Marker Changing Version
As well as section 5.1.2, we perform experiment whether the impersonator outside the range of camera can conduct pairing by imitating legitimate user's movement. Subjects are 12 university students. We performed this experiment as following procedure.
1. Legitimate user holds the device 1.0 m away from the PC's camera. The user and an impersonator start the device's application.
2. The user holds the device for the camera. After that, user moves the device along (the shape of circle, ∞ symbol) for 5 seconds. Simultaneously, impersonator imitates the displacement of the user's device.
3. The PC calculates the similarity of marker sequences and velocity data from user's device and impersonator's device.
4. We repeat 1-3 five times. Table 7 shows the average similarities of marker sequence. The difference of the similarity between legitimate user and impersonator was very large. Therefore, it is almost possible to distinguish legitimate user from impersonator using only marker sequence. We show the average similarities of velocity data between legitimate users and impersonators in Table 8 . The result shows that the average similarities of legitimate user are higher than that of impersonator over 2.0. One marker version of the proposed method in section 5.1.2 has difference of average similarity under 2.0. In addition, it is possible to determine a threshold of similarity, but the standard deviations of the similarities were large. We found that this pairing method is unstable in this regard. Table 9 shows the rate that the similarity of legitimate user is higher than that of impersonator. As a result, we can find the rate using (Nexus 5X, circle) was highest than that using Nexus 7 and the average rate was lower than the method using only one marker. This is because that the when the display of the device is large, impersonator can detect the legitimate user's movement easily. 
Pairing of Several Devices at the Same Time
We perform experiment whether several devices can be performed pairing together. Subjects are 12 university students. Devices used in this experiment are two Nexus 5Xs and a Nexus 7. Experimental procedure is as follows (See Fig. 13 ).
1. We make the team consisted of 3 people.
2. The 3 people launch devices' application, and move devices on the motion of circle or ∞.
3. The PC application calculates the similarity of marker sequence and velocity data for each device.
4. We repeat steps 2 and 3 five times. Table 10 shows success rate that the proposed method separated three devices correctly. As a result, three devices' acceleration data and displacement data were separated correctly at rate of 71.8% on the average by comparing marker sequences of devices. Table 11 shows the average similarity of velocity data and its standard deviation calculated by correlation coefficient. As a result, all average of the similarity and standard deviation were 0.461 and 0.299. Therefore, we find that the average similarity on this experiment is lower than that on first experiment for the similarity. This is because that the displacement data is not separated completely. 
Conclusion
In this paper, we proposed a ad-hoc secure device pairing method between a server equipped with a camera and a device equipped with the accelerometer. This method performs the pairing by calculating the similarity of marker sequence displayed on the device's screen, and the similarity of velocity data from camera and device's accelerometer. We performed two experiments on the confirmation of similarity and illegal pairing using only one marker. In addition, we performed the three experiments on confirmation of similarity, illegal pairing can be performed, whether several devices can be distinguished using marker variation. As a result, the similarity was large as the size of device's display is large. Also, the average of similarity in the proposed method of marker variation version was higher than that of method using one marker. Moreover, we were able to separate the legitimate user and impersonator by the average similarity of velocity data. However, the stable pairing cannot be performed because the variation of the similarity was large. The result of the final experiment showed that some devices can be performed the pairing together, but the rate that the proposed method can distinguish three devices was 71.8%.
The future works are reduction of the variation for the similarity and raise of distinguished rate of some devices. For example, by using high resolution camera, we will examine the pairing distance and the similarities of marker sequence and velocity data.
